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WINCHESTER COLLEGE IT SERVICES ACCEPTABLE USAGE POLICY

Online Behaviour

All members of the school community are expected to follow these principles in their
online activity.

Respectful Communication

The school cannot guarantee the confidentiality of content created, shared, or
exchanged using school systems. Always communicate respectfully and share only
content that you would be comfortable standing by.

Prohibited Content

e Do notaccess, create, or share content that is illegal or deceptive.

¢ Do notshare material thatis obscene or that promotes violence, discrimination,
extremism, or other safeguarding concerns.

e Do notaccess or share material that infringes copyright, and do not present the
work of others as your own.

Privacy and Personal Information

e Respectthe privacy of others.

e Do notshare photos, videos, contact details, or other personal information
about members of the school community without the appropriate permission,
even if the content is not being shared publicly.

Security and Misuse

e Do notusetheinternet to distribute malicious software.

e Do notdamage, interfere with, or attempt to gain unauthorised access to the
systems or accounts of others.

e Do notuse online services to carry outillegal activities.



Boundaries for Contact

e Staff must not use personal email addresses or social media accounts to
contact pupils or parents.

¢ Pupils and parents must not attempt to find or contact the personal email
addresses or social media accounts of staff.

Using the School’s IT Systems

Whenever you use Winchester College IT systems, including when connecting a
personal device to the network, you are expected to follow these principles.

Account Security
e Onlyaccess school IT systems using your own username and password.
e Do notshare yourusername or password with anyone else.

System Security

e Do not attempt to bypass content filters or other security controls, and do not try
to access any part of the system without permission.

Appropriate Use

e Winchester College email accounts, Wi-Fi, and internet access are provided for
official school business, administration, and education.

Personal Use and Monitoring

o Staff and pupils should keep their personal, family, and social lives separate
from their use of school IT systems and keep personal use of school accounts to
a minimum.

o Please remember that the school reserves the right to monitor and access
internet history and email use.

Passwords

Passwords help protect the school’s network and systems and are your personal
responsibility.

e Choose passwords that are not easy to guess. Do not use obvious options such
as “password”, 123456, your family name, or your date of birth.

e DfE recommendation is to use three random words.



e Do notreuse passwords that you use for widely used personal accounts.
¢ Do notshare your password with anyone else.
e Do notkeep a written list of passwords where others could accessit.

e Change your password immediately if you believe it may have been
compromised.

Access Control and Multi-Factor Authentication

e Do not attempt to gain unauthorised access to another person’s computer,
account, or confidential information.

e Allschool accounts are protected with multi-factor authentication (MFA).

e Junior Part (Due to not having a smartphone) will authenticate via SMS.

Use of Winchester College Property

All school property must be used responsibly and in accordance with any guidance,
training, or policies provided.

e Treatschool property with care and respect.
e Useequipmentonly forits intended purpose and in line with school guidance.

e Report any faults, damage, or breakages to the IT department without delay.

Use of Personal Devices or Accounts and Remote Work
Pupil Devices

e Pupils must use their school issued device.
Staff Devices and School Systems

e Where school-issued devices are provided, staff must use them for official
school business.

e Allofficial school business must be conducted using school systems.
Personal Accounts and Limited Personal Device Use
o Staff must not use personal email accounts for school business.

e The use of personal devices for school business is generally not permitted,
except to access approved web-based services such as Outlook or Teams.



Handling Downloaded School Data

o Staff must delete any personal or confidential school data downloaded to their

devices through web-based services, such as email attachments, once it has
been viewed.

Approval Requirements

e Pupils and staff must obtain approval from the IT department before using a
personal device for school purposes or removing personal data or confidential
information from school systems by any means, including email, printing, file
transfer, cloud services, or encrypted memory sticks.

Safeguards for Approved Personal Devices

e Where permission is granted to use a personal device, it must meet the school’s
security requirements.

e Thisincludes the use of multi-factor authentication and encryption where
appropriate.

e Devices must also be kept up to date with the latest security releases and
updates.

Monitoring and Access
Routine Monitoring

e Staff, parents, and pupils should be aware that school email and internet use is
filtered and monitored for safeguarding, conduct, and performance purposes.

e The school uses both device-level and network-level monitoring systems.

e Where there is a lawful reason, the school may access internet history and
school email accounts, including in response to serious conduct or welfare
concerns, extremism, or the need to protect others.

Personal Devices and Investigations

e Anypersonal devices used by pupils, whether or not such devices are permitted,
may be confiscated and examined where circumstances justify this.



o |If staff use personal accounts or devices for school business in breach of this
policy, the school may require access to those accounts or devices where there
is reason to suspectillegal activity or a risk to the wellbeing of any person.

Use of Artificial Intelligence (Al)

Any use of artificial intelligence (Al) must comply with the principles set out in this
policy.

Unacceptable Use

¢ Only school-approved Al tools should be used, and staff should operate them
through school-provided accounts. Transparency is key documents, emails, and
presentations influenced by Al should include clear labels indicating Al
assistance.

¢ Al-generated outputs must be fact-checked before sharing to prevent
misinformation and remove errors or bias.

e Use of Al that is illegal, harmful, or contrary to this policy will be treated as a
breach of the Acceptable Use Policy (AUP).

e Anysuch breach may be addressed under Winchester College’s disciplinary
procedures.

Personal Mobile Phones and Smart Devices (Mobile/Wearable Tech)
Mobile Phones

e During school hours, the school is a mobile-free zone. Mobile phones may only
be used at specified times outside teaching hours.

Smart Devices

e Pupils must not wear smart devices at any time, including items such as smart
glasses and smart watches, or any device capable of covert recording.

Compliance with School Policies

You must comply with all relevant Winchester College policies when using the school’s
IT systems.

e Thisincludes the e Safety Policy.
e This also includes the Safeguarding Policy.

e Other school policies may also apply depending on the nature of your use.



Breach Reporting

The school may be required to notify the relevant authorities and, in some cases, the
individuals affected if a personal data breach is likely to cause harm.

A personal data breach is a security incident that results in the accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to personal data.

A breach can include almost any loss of, or compromise to, personal data held by the
school, whether or not the data is actually seen or obtained by a third party.

A personal data breach is a security incident that leads to the accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to personal data.

Examples of a Personal Data Breach

e Losing an unencrypted laptop, USB drive, or paper file that contains personal
data.

e Acyber attack on the school’s systems, including malware or unauthorised
external access.

e Applyingincorrect privacy settings to an online system or service.

e Sending post or email to the wrong recipient.

e Failing to use BCC when sending a mass email.

e Disposing of personal data insecurely.

Reporting Requirements

The school has specific legal and internal obligations when a personal data breach
occurs.

¢ The school must usually report personal data breaches to the Information
Commissioner’s Office (ICO) without undue delay and, where required, within 72
hours of becoming aware of the breach.

o Ifabreachis likely to resultin a high risk to individuals, the school may also need
to notify the people affected.

e The school must keep a record of all personal data breaches, whether or not
notification to the ICO is required.

How to Report a Suspected Breach

If pupils become aware of a suspected breach, they should report it first to their
housemaster or tutor.

If staff become aware of a suspected breach, they should contact
dataprotection@wincoll.ac.uk.


mailto:dataprotection@wincoll.ac.uk

Prevention and Response

Data breaches can happen in any organisation. The school must take reasonable steps
to prevent breaches wherever possible and, if one occurs, to contain it quickly and
reduce its impact.

This relies on the awareness and cooperation of all staff and pupils. The school’s priority
is to protect those who may be affected and to review how effective its policies,
systems, and training are.

A breach caused by human error or malicious attack will not always amount to serious
misconduct. However, failing to report a suspected breach promptly will be treated as a
disciplinary matter.

Breaches of this Policy
Consequences of a Breach

e Adeliberate breach of this policy by a member of staff or a pupil will be dealt with
under the school’s disciplinary procedures.

e The school may also restrict that person’s access to school IT systems.
Reporting Concerns

If you become aware of a breach of this policy or the e-Safety Policy, or if you are
concerned that a member of the school community is being harassed or harmed online,
you should report it to the Designated Safeguarding Lead.

Reports will be treated in confidence wherever possible.



Acceptance of this Policy

| confirm that | have read, understood, and agree to comply with Winchester College’s
Acceptable Use Policy.

[\ F=] 0 0 1S TS

Reviewed: September 2026
Next review date: September 2027



